
See discussions, stats, and author profiles for this publication at: https://www.researchgate.net/publication/356172148

A Novel and Robust Hybrid Blockchain and Steganography Scheme

Article  in  Applied Sciences · November 2021

DOI: 10.3390/app112210698

CITATIONS

0
READS

31

5 authors, including:

Some of the authors of this publication are also working on these related projects:

Developing Machine Learning and Deep Learning Algorithms View project

INTELLIGENT HUMAN SUICIDE BOMBER DETECTION SYSTEM View project

Mustafa Takaoğlu

Istanbul Aydin University

18 PUBLICATIONS   14 CITATIONS   

SEE PROFILE

Adem Ozyavas

Istanbul Aydin University

13 PUBLICATIONS   5 CITATIONS   

SEE PROFILE

Naim Ajlouni

Istanbul Atlas University

51 PUBLICATIONS   159 CITATIONS   

SEE PROFILE

All content following this page was uploaded by Naim Ajlouni on 13 November 2021.

The user has requested enhancement of the downloaded file.

https://www.researchgate.net/publication/356172148_A_Novel_and_Robust_Hybrid_Blockchain_and_Steganography_Scheme?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/356172148_A_Novel_and_Robust_Hybrid_Blockchain_and_Steganography_Scheme?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/project/Developing-Machine-Learning-and-Deep-Learning-Algorithms?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_9&_esc=publicationCoverPdf
https://www.researchgate.net/project/INTELLIGENT-HUMAN-SUICIDE-BOMBER-DETECTION-SYSTEM?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_9&_esc=publicationCoverPdf
https://www.researchgate.net/?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_1&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Mustafa-Takaoglu?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Mustafa-Takaoglu?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Istanbul-Aydin-University?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Mustafa-Takaoglu?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Adem-Ozyavas-2?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Adem-Ozyavas-2?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Istanbul-Aydin-University?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Adem-Ozyavas-2?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Naim-Ajlouni?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Naim-Ajlouni?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Naim-Ajlouni?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Naim-Ajlouni?enrichId=rgreq-6851a93b5aea177390527ec4a73075ff-XXX&enrichSource=Y292ZXJQYWdlOzM1NjE3MjE0ODtBUzoxMDg5NjY0NzU2NzkzMzQ0QDE2MzY4MDc3MzEyMTU%3D&el=1_x_10&_esc=publicationCoverPdf


applied  
sciences

Article

A Novel and Robust Hybrid Blockchain and
Steganography Scheme
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Abstract: Data security and data hiding have been studied throughout history. Studies show that
steganography and encryption methods are used together to hide data and avoid detection. Large
amounts of data hidden in the cover multimedia distort the image, which can be detected in visual
and histogram analysis. The proposed method will solve two major drawbacks of the current
methods: the limitation imposed on the size of the data to be hidden in the cover multimedia and
low resistance to steganalysis after stego-operation. In the proposed method, plaintext data are
divided into fixed-sized bits whose corresponding matching bits’ indices in the cover multimedia are
accumulated. Thus, the hidden data are composed of the indices in the cover multimedia, causing no
change in it, thus enabling considerable amounts of plaintext to be hidden. The proposed method
also has high resistance to known steganalysis methods because it does not cause any distortion to the
cover multimedia. The test results show that the performance of the proposed method outperforms
similar conventional stenographic techniques. The proposed Ozyavas–Takaoglu–Ajlouni (OTA)
method relieves the limitation on the size of the hidden data, and hidden data is undetectable by
steganalysis because it is no longer embedded in the cover multimedia.

Keywords: steganography; blockchain; OTA data hiding algorithm; blockchain steganography; proof
of work

1. Introduction

Steganography [1] is a working principle that emerges from the moment it is realized
that information is valuable and needs to be hidden. At its core lies the concealment of
information inconspicuously [2]. There are known examples of steganography that have
been carried out by many methods throughout history [3]. For example, steganography
methods have been known, such as tattooing the information to be hidden onto a slave’s
scalp after their hair has been cut, sending the message to the person to whom the message
will be delivered after the slave’s hair grows back, or transmitting the information using
wax tablets [4].

With the advancement of technology and the emergence of new opportunities,
steganography studies are also developing in this direction [5]. Likewise, with a better
understanding of the possibilities of using blockchain technology, it is seen that steganog-
raphy can be used together with blockchain [6–8]. Blockchain technology has emerged as a
suitable subject for steganography studies with its distributed architecture, anonymity, and
data security [9,10].

Blockchain technology is a joint study of computer science and cryptology [11].
Blockchain systems have a decentralized structure [12,13]. Each of the nodes that make
up the system has an up-to-date version of the blockchain data. For this reason, data are
distributed systemically to resist attacks [14]. Hash functions link the blocks that make
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up the blockchain system [15,16]. Because these functions work unilaterally and give
different values in case of any tampering, they keep the system security at the highest
level [17]. Since the introduction of Bitcoin in 2009 by Satoshi Nakamoto, the importance
of blockchain technology has been better appreciated, and studies have been carried out
on its application areas. Blockchain technology can be added to existing systems as a layer,
or it is possible to find examples developed using only blockchain. Blockchain systems can
be developed using Bitcoin, Ethereum, and Hyperledger, and many similar platforms [18].
In addition, without using these platforms, blockchain systems can be developed using
programming languages such as JavaScript, Solidity, and Java [19]. Under special circum-
stances, systems are designed where it is possible to add your own desired features. Due
to such possibilities, blockchain technology is a study subject used in many areas, such as
finance, transportation, public services, identification, and authentication.

In the literature review of this study, it can be seen that traditional methods of digital
steganography are utilized to achieve similar results obtained in the blockchain technology.
Considering the profound effect of Bitcoin crypto money on the financial sector, blockchain
technology should introduce new methods into steganography. For this reason, it is
necessary to fully understand the capabilities of blockchain technology and to identify
innovative methods to meet steganographic needs.

Various methods are used to measure the success of steganography methods and to
detect stego-data as it is not realistic for humans to detect and analyze the steganography
methods used today. For this reason, many computerized steganalysis methods are used
to detect steganography-applied multimedia stego-data [20].

The essence of steganography is the concealment of information, and it is not necessary
to do this hiding process with conventional methods [21]. Hence, this study proposes
the Ozyavas–Takaoglu–Ajlouni, OTA blockchain steganography algorithm. The proposed
method uses hybrid steganography with blockchain technology. With the OTA algorithm,
all steganalysis methods used today will be invalidated. The OTA algorithm does not
cause any distortion to the cover image, and it performs the information hiding process
with an algorithm developed iteratively. This study has a literature review, materials and
methodology, analysis, results, and discussions sections.

2. Literature Review

The Stego-chain method, proposed by Sarkar et al. [22], was presented with Robert’s
edge detection method. This study aims to increase the embedding payload by expanding
the edge areas in the image. The stego-image obtained after the steganography process
was encrypted with the Advanced Encryption Standard (AES). Later, this file was divided
into small frames and sent to the receiver over the blockchain. After obtaining the stego-
image from the frames, the receiver uses the key to follow the reverse steps and retract the
information. Adequate technical information has not been shared regarding the process
of confirming and recording the transactions by other nodes on the blockchain and the
award and the reliability logic they recommend. The tables and images shared regarding
the blockchain in the study are not satisfactory. In this study, the steganography part is
much stronger and is of great importance as it is one of the few indexed studies published
in blockchain steganography.

Mohsin et al. [23] proposed minor changes to the Particle Swarm Optimization (PSO)
algorithm to protect and transmit COVID19 data through blockchain technology securely.
The algorithm used more than one cover -image. In this algorithm, the optimal data storage
locations were detected and used for each image. Hash values are added to stego-images
to maintain integrity. In a blockchain system, tamper-proofing stego-images with added
hash values will do the same job with increased complexity. A well-known feature is that a
transaction approved by blockchain nodes is removed from the system in case of changes
or tampering. In addition, the first and second pieces of information shared in the Claims
and Limitations sections of the article are shared information that cannot be counted as
being correct.
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Basuki and Rosiyadi [24] successfully developed a secure data transmission system
with a transaction steganography and image steganography method. Traditional image
steganography is carried out with encrypted confidential information using the Ethereum
system in which information such as partition number, image URL, and access time is
created. With transaction steganography, they used three stages: transaction field selection,
the embedding method, and the parsing method. They carried out unique work that can
be exemplified as blockchain steganography. The authors examined steganography and
blockchain systems very accurately in their studies and successfully used them in the
proposed system.

Partala [25] proposed a powerful system using blockchain and Least Significant Bit
(LSB) in his cover communication study. This system realizes the result of the sender
transmitting the information to the other party as a result of a series of transactions by
hiding 1 bit of data in each transaction. The blockchain system was designed correctly, and
the steganography was accomplished. The only thing that can be seen as a weakness in this
study is time, as it takes more than one hour of data time to send approximately 1 byte of
data. Making one transaction for each bit can also cause very high transaction numbers in
large data. The proposed method outperforms all the other methods it has been compared
with in the literature.

Horng et al. [26] encoded the cover images they determined with the RDHEI method
they proposed using block permutation. They also concealed the encrypted patient data in
the cover image, which they encrypted using the histogram shifting method. This method
is carried out in the blockchain system; secure data transmission is ensured, and the
embedding rate is provided at a level of 0.8 bits per pixel (bpp). In an environment with a
large amount of patient data, such as a hospital, the resolution of the hidden images is high.
In other words, in a data set where the size of the secret data is large, the operating time
of the blockchain system, encryption processes, and steganography steps in the proposed
system will take a very long time.

Xu et al. [27] proposed a steganography study with a method they developed over
public blockchain transactions. It creates a new block by performing a series of operations
on selected transactions and recording this steganographic information in the new block.
The applicability of this study raises some questions because, today, in many systems with
a public blockchain, it is not possible for miners to create blocks if they do not have a very
strong processing power. Most importantly, they are unlikely to create a block in the way
they proposed and save it as the new block in a public blockchain because new transaction
information is created and recorded in line with the features introduced in the genesis block
of each blockchain. Mazdutt et al. [28] revealed that 1600 transaction records were made in
the Bitcoin Blockchain that did not resemble the data produced by the system. These data
entries can be easily detected, and studies are underway to prevent such data records. Xu
et al. did not state how to save the stego-data they created in the block structure of a public
blockchain without being noticed.

Giron et al. [29] proposed a steganalysis method. Their study is used to determine
steganography methods using steganalysis techniques on the blockchain system. However,
despite their extensive research and examination, they could not find any evidence of
steganography on public blockchain systems. However, some observations were made
on the misuse of steganography in the blockchain steganography studies suggested in
the literature. They tried the steganalysis methods, which they call Sequential analysis
and Clustering analysis, on 625,941 Bitcoin and 6 million Ethereum blocks and 98 million
bitcoin clusters. The study revealed that more work is needed in this area.

When the blockchain steganography was examined in the literature, the pros and
cons of the proposed methods were considered, but it is clear that they remained at the
theory stage.
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3. Methodology and Proposed Method

In this section, a comprehensive look at blockchain steganography methods is carried
out. It is clear from the presented materials that there are many shortcomings in both
blockchain and stenography. Hence, the proposed OTA algorithm is presented as an
alternative method that solves many current outstanding problems.

3.1. Steganography: An Overview

Steganography is studied in four main domains. These are the spatial domain, the
transform domain, the spread spectrum domain, and the model-based domain. The data
bits to be hidden in the spatial domain are directly hidden in the cover image. The Least
Significant Bit (LSB) [30] method is a widely used and known algorithm in this field. The
use of the LSB algorithm is simple, fast, and it is very difficult to detect visually without
statistical methods. However, in case of a change as a result of any effect on the multimedia
where the data is hidden, it becomes impossible to access the hidden data. Pixel Value
Differencing (PVD) and Binary Pattern Complexity (BPC) are a few other methods used in
the spatial domain.

The data to be hidden in the transform domain is hidden in the cover multimedia us-
ing transposition. The most familiar methods are Discrete Cosine Transform (DCT) [31,32],
Discrete Haar Wavelet Transform (DWT) [33], and Discrete Fourier Transform (DFT). Con-
sidering that the cover used in DCT will be an image, it divides the image into 8 × 8 blocks.
In these blocks, sensitive areas to hide data are determined, and then steganography takes
place. Considering that the cover used in DWT will be an image, the cover image is divided
into four sub-bands. These sub-bands are high–high (HH), high–low (HL), low–high (LH),
and low–low (LL). Data hiding is preferred in the LL band. Regardless of the data size
hidden using the DWT algorithm, when you divide the cover multimedia into sub-bands
and then combine them, the multimedia you get will not have the same structure. The
DWT algorithm causes permanent corruption on the cover multimedia, but this situation
does not affect the stego-data, which is hidden in the LL band. In DFT, discrete-time signals
are converted to discrete frequencies. However, discrete-time is used and converted to
continuous frequency. DFT transforms a vector list of instances of a function into a finite
list of coefficients ordered by frequency. Discrete Fourier transform series is a high-speed
algorithm. As a result of the application of DFT on computers, fast Fourier transform is
also called FFT.

Spread spectrum image steganography is a process of storing an encrypted message
as a Gaussian noise in a cover image. This method relies on the fact that low noise power
levels cause little image degradation and therefore it is undetectable by the human eye.
Even if there is some data loss in the bands, it is possible to reach the secret data by using
the data left behind. As long as all cover multimedia is not removed, access to secret data
can be achieved. For this reason, this technique is preferred in military applications.

In a model-based domain, cover multimedia is divided into two parts; only the second
of these parts is for hiding data. While performing steganography, the statistical properties
of cover multimedia are not changed. As the size of the data hidden by this method
increases, the detection rate using various stego-analysis methods is much lower than in
the transform domain. For this reason, it is preferred in steganography studies where large
amounts of data are hidden. However, data hiding and extracting from stego-multimedia
in this domain take much more time than the examples seen in other domains [34].

There are requirements that steganography must meet at a successful rate in order to
be considered: imperceptibility (undetectability), security, payload capacity, robustness.
Imperceptibility is one of the vital requirements in steganography. Imperceptibility is the
inability to detect secret data hidden in cover multimedia using various steganography
techniques by statistical or visual analysis. After applying steganography, the smaller the
difference between cover multimedia and stego-multimedia, the higher the imperceptibility.
Histogram, peak signal-noise ratio, mean squared error, structural similarity index measure,
and similar quality metrics are all used to measure imperceptibility.
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Security means that hidden data cannot be obtained if the stego-multimedia is detected
using steganalysis methods. There are methods in which various encryption algorithms
are used to provide security, such as encryption of stego-data or encryption of stego-
multimedia. In addition, the provision of a secured communication channel is essential to
protect against steganalysis methods and increase security.

Payload capacity refers to the maximum data that can be hidden in cover multimedia
without affecting imperceptibility and security. Successful steganography aims to use the
minimum amount of cover multimedia while obtaining the maximum payload. Embedding
rate is the ratio of used secret data used in cover multimedia obtained at a high rate.

Robustness means that the data hidden using any steganography technique can be
obtained from stego-multimedia without any loss after compression, scaling, resizing,
rotation, and similar effects [35,36].

The mediums in which steganography techniques are applied is important in digital
steganography [37]. Steganography techniques are applied in mediums such as text, image,
network, audio, and video. In addition to these mediums, blockchain should be added to
the literature. In blockchain steganography, a new hiding method emerges as a steganogra-
phy technique. It should be noted that blockchain steganography is different from network
steganography. As seen in the literature review section, blockchain steganography studies
are based on applying conventional methods differently and assuming novel methods. For
this reason, the blockchain medium in digital steganography is an innovation that should
be considered as a separate topic.

The purpose of steganalysis methods is to detect steganographic communication
using various technological possibilities. Although steganography is an old subject of
study, studies on steganalysis methods started at the end of the 20th century due to
the opportunities provided by modern technology. Steganalysis methods developed for
the detection of widely used steganography techniques offer successful results. Such
steganalysis methods are called targeted methods. A general definition of steganalysis
methods makes determinations through statistical analysis (such as the pairs of values
method) [38]. The artificial intelligence-assisted steganalysis [20] method has been used
successfully due to the availability of advanced computer hardware and advances in deep
learning techniques.

As can be seen, there is a high demand for stronger methods against steganalysis to
maintain security and confidentiality at a high level. Because, as with any steganogra-
phy technique performed on cover multimedia, data hiding will be at risk and become
detectable at some stage. The most basic condition to be met is that cover multimedia is
not available publicly online. It should not leave an accessible trace by using new steganog-
raphy methods developed over private platforms. For this reason, blockchain technology
offers an excellent opportunity to provide the private platform needed.

3.2. Blockchain: An Overview

Blockchain technology is the second technological development with a similar effect
on our lives after internet technology, and its impact continues to increase day by day.
Blockchain technology has been introduced as the creative power of Bitcoin crypto money
in response to the need for a system with a high level of transparency and anonymity to
prevent misleading information from central authorities. Blockchain technology can be
described as a distributed database. Similarly, it is also called distributed ledger technology.
Because the blocks that make up the blockchain are accepted by the nodes that make up
the system to record the transactions performed, and the current transaction records are
available in all nodes, distributed ledger technology is ascribed. As the name suggests,
all transactions carried out in the blockchain system are recorded and stored in blocks,
just like the pages of a ledger. In this context, the blockchain system works like a ledger.
However, this ledger is not stored in a single location but in all nodes that make up the
blockchain. This way, targeting the database cannot be a realistic goal. As a result of this
feature, blockchain systems have a high level of data security [39].
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In the case of Bitcoin, it is the nodes that make up the system transfer crypto money
between each other. The Bitcoin blockchain platform is a public blockchain. In other words,
anyone who wants to join the system can become a participant as a node and examine all
the transactions that have taken place since the first block. In the Bitcoin blockchain, the
nodes are anonymous; that is, the affiliation of the nodes is unknown. Each node has a
wallet, and this wallet has two keys. While the public key is the publicly known address
of the node, the private key is the private key of the node owner to access the system. If
the private key is lost, access to the system is not possible. Nodes can send Bitcoins to
each other peer-to-peer through these wallets without the need for any third party. In this
context, blockchain systems have a decentralized structure [40].

The most basic unit that makes up the blockchain is the blocks. Except for the first
block, the genesis block, all blocks have two hash function values. One of them is the
previous block’s hash value, and the other is the hash value produced in its block. Hash
functions are cryptological algorithms that work unidirectionally and give you fixed results.
Today, secure hash algorithm SHA256 is a widely used algorithm that produces 256-bit
values. It will be seen that the hash value changes as a result of the slightest change in the
data used in the calculation of the hash value. This feature ensures that the transaction
records recorded in the blockchain cannot be changed, thus providing a high level of
security. The secure system, obtained by connecting the blocks using hash values, brings a
tamper-proof feature to the blockchain.

The Bitcoin blockchain database is accessible to the public, expressed in the Bitcoin
example, and is not a condition that must be used in all blockchain solutions. Public
blockchains are generally preferred in applications where the participation of cryptocur-
rencies or the entire society is expected. On the other hand, private blockchains [41]
are frequently preferred in cases where privacy and access are desired to be limited.
Blockchains, which are designed to be integrated into hospital systems, are the preferred
models of the digital services offered by states to their citizens and are implemented with
blockchain technology. Here, access to the system is authenticated, and it is determined
beforehand who can see how much data and what actions they can take. The use of
private blockchains will have significant advantages in studies requiring data security and
blockchain technology [42].

In blockchain systems, those who record data in blocks are called miners. These miners
provide the necessary processing power that the system needs and receive coins as a reward
to meet the necessary conditions and be entitled to create a block. This reward system is
an incentive feature in many blockchain systems. There are consensus algorithms used to
write the information to be recorded in blocks in blockchains. Consensus algorithms are
used in all crypto money systems and such algorithms are Proof-of-Work (PoW), Proof-
of-Stake (PoS), Delegated Proof-of-Stake (DPoS), and Practical Byzantine Fault Tolerance
(PBFT). Each consensus algorithm has some negative features associated with it. For
example, while the PoW algorithm requires high processing power and causes high energy
consumption, the PoS algorithm gives more rewards to wallets holding a large amount
of cryptocurrencies and allocates the right to create the block among these wallets. While
solutions to these problems are still being sought, the point to be considered is that the
consensus algorithm to be used to develop the proposed blockchain is chosen very carefully.
It is possible to create system-specific consensus algorithms [43]. In this context, today,
many new consensus algorithms are being developed that are environmentally friendly, fair
reward sharing, and specifically to solve the problems they encounter, e.g., PoW-BC [44].
However, incorrectly chosen consensus algorithms that are not suitable for the developed
blockchain system cause serious problems.

Innovative methods are being developed to solve new cases such as Hyperledger,
NEO; Helium is a new application platform designed to realize the use of blockchain
technology outside of financial solutions [29]. Hence, while introducing blockchain systems,
on-chain and off-chain concepts are necessary. The on-chain concept refers to recording all
transaction information in blockchain blocks, and this logic is used in Bitcoin, Ethereum,
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and many other crypto money systems. On the other hand, off-chain is a method used in
cases that are too large to be recorded on the blockchain or that need to be modified or
deleted in the future.

Another concept that needs to be expressed is smart contracts. The concept of a smart
contract was proposed by Nick Szabo [45]. Smart contracts are small pieces of code that
enable a specified action to be performed for a specific situation. Blockchain taxonomy is
shared in Figure 1.
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The transaction volume and speed of blockchain technology are not sufficient com-
pared to the systems used today. However, improvement works in this area are carried out
by the community. Another point to be noted is the costs. The usage costs of platforms
that enable us to develop private blockchain solutions such as Hyperledger are at the
levels that require monthly payments starting from USD 1000 in 2018 to USD 6000. Again,
considering the Bitcoin prices in 2018, the cost required for a transaction is USD 1.30, and on
the Ethereum platform, it is USD $0.30 [46]. For this reason, the usage costs of blockchain
platforms are far from being reasonable due to the rise in cryptocurrencies [47,48].

3.3. Proposed Ozyavas–Takaoglu–Ajlouni (OTA) Algorithm

The OTA algorithm is a private blockchain system developed for steganographic
communication. It has been developed from scratch using the Java and JavaScript pro-
gramming languages. Because it is a private blockchain system, access to the OTA system
is subject to permission. Initially, 50 OTA coins are allocated to the wallets of the nodes that
have been granted access. The cost of each transaction sending in the system has been de-
termined and fixed at 1 OTA coin. The proposed algorithm consists of two stages. The first
stage is the steganography process, and the second stage is sending the stego-data by the
private OTA-chain blockchain system. Preparations are being made by the Istanbul Aydın
University Blockchain Application and Research Center to ensure the worldwide use of the
developed OTA algorithm. The back-end part of the OTA algorithm has been implemented.
The OTA-chain platform will be accessed when its front-end is accomplished.

3.3.1. OTA-Steganography Algorithm

In the proposed OTA-steganography algorithm, the multimedia selected as covers
are stored on a private server. The URLs of these multimedia are referred to and stored
in the blocks in the OTA-chain. This way, when the cover multimedia is sent using the
public channel, various unintentional distortions in the cover multimedia can be detected
and corrected. Because the OTA-steganography algorithm does not hide any data in the
cover multimedia image, it cannot be detected by any steganalysis method. Therefore, it
differs from conventional steganography and has its own novel structure. The plaintext
data is divided into 2,3,4, etc., number of bits depending on the chunk size to be used.
Whatever the choice of division, a sequential search for plaintext data bit patterns will be
performed in the cover multimedia file for matching bit pieces. Once the algorithm finds a
match, the matching pieces starting bit number, or index, in the cover multimedia is saved.
The search continues for remaining plaintext data bit pieces from where the last successful
search in the cover multimedia ended. If a search for a piece of the plaintext reaches the
end of the cover multimedia before it finds the matching bit pattern, the search continues
at the beginning of the cover multimedia file, hence making the process cyclic. When all bit
patterns in the plaintext data in the cover multimedia file are found, the algorithm places
the saved indices in an array. The array containing the indices is called the “address array”
in the rest of the discussion. This array is divided into 1 kilobyte (kB) arrays, and each 1 kB
of stego-data corresponds to 1 transaction in the OTA-chain. In Figure 2, the architecture of
the OTA-steganography algorithm is shared.
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The probability of not finding a bit pattern of length n in a cover multimedia of length
m where m > n is computed using Markov chains. The details of different length bit
patterns, cover multimedia length, and their probabilities are shown in Table 1. Eight-bit
divisions of the message are well suited because 1 kB of data requires 1 kB of address array,
which is the size of a transaction in the private blockchain. It can be seen in Table 1 that the
probability of not finding any 8-bit pattern in a small size cover multimedia is extremely
small. That is, the probability of finding any 8-bit pattern in cover multimedia of size above
256 bytes is almost 100%.

Table 1. Probability of finding n-bit pattern in an m-bit cover multimedia.

128 Byte 256 Byte 512 Byte 1 kB 4 kB

4-bit pattern ~100% ~100% ~100% ~100% ~100%

6-bit pattern 99.99% ~100% ~100% ~100% ~100%

8-bit pattern 98.34% 99.97% 99.99% ~100% ~100%

10-bit pattern 63.30% 86.62% 98.22% 99.96% ~100%

While the OTA-steganography algorithm processes the cover multimedia, indices of
2, 3, and 4 bit pieces of the plaintext data are saved for performance comparison. Using
bigger chunks will result in a shorter address array, but it will take more search time for
the address array creation. Stego-data, the address array in this case, obtained from the
OTA-steganography algorithm is encrypted using the One-Time-Pad (OTP) algorithm [2].
The OTP key can be shared using any method because the OTA-chain does not pose a
risk if the key is in the hands of undesirable parties in the public channel because it is in
a private OTA blockchain. Even though the proposed system is designed for small-sized
messages, data bigger than the cover multimedia file can be transformed into an address
array because of the cyclic nature of the algorithm. Figure 2 illustrates the block diagram
of the OTA-steganography algorithm.

The proposed OTA-steganography algorithm achieves an almost unlimited payload ca-
pacity by using a single cover multimedia with its precise marking and indexing technique.

The pseudocode of the OTA-steganography algorithm is represented in Algorithm 1.
A refers to the cover multimedia, B refers to the secret data, and C refers to the address
arrays. Ciphered Secret Data (CSD) is the encrypted form of the most optimal C arrays
obtained as a result of applying the OTA algorithm on secret data.

The method of recovering the secret data hidden by the OTA-steganography algorithm
is presented in Algorithm 2, where A represents the multimedia obtained from the URL,
K is the key, and Ci is the information of how many bits the plaintext is divided into,
that is, pieces. CSD refers to the encrypted steganographic information received from
the OTA-chain. The cover multimedia obtained from the server is used together with the
marking addresses obtained by applying a reverse OTP algorithm using the key and CSD
data. The addresses in the C array are read one by one, found in the A cover multimedia,
and written into the B array. When the algorithm completes its work, the secret data hidden
by the OTA-steganography algorithm is fully recovered.

Because the OTA-steganography algorithm uses the cover multimedia bits’ addresses
to represent the bits of the secret data, it does not cause any deterioration to the multimedia
file. Thus, all steganalysis techniques used today become useless. Keeping the used
cover multimedia on a private server is of great importance for the OTA-steganography
algorithm because, theoretically, any corruption in the public channel and on the cover
multimedia will cause some changes in the plain text. For this reason, it has been decided
that using a server for cover multimedia in the OTA-steganography algorithm is a safer
method. In addition, testing shows the use of public channels detected no change in the
cover multimedia.
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Algorithm 1. OTA-Steganography Algorithm

1: let A = {A1,A2,A3,...,An}
2: let B = {B1,B2,B3,...,Bn}
3: upload the cover multimedia to the server and get URL
//for 2 bits marking
4: let Ctb = { Ctb1,Ctb2,Ctb3,...,Ctbn } then
5: Ctb = Ctb1 then
6: if B 6= {} then
7: for A and B do
8: if An == Bn do
9: add An.location to Ctb then
10: erase Bn from B
11: if Ctb1.lenght >= 1024 then
12: let Ctb = Ctbn+1
13: end if
14: end if
15: end for
16: end if
//for 3 bits marking
17: let Cthb = { Cthb1,Cthb2,Cthb3,...,Cthbn } then
18: Cthb = Cthb1 then
19: if B 6= {} then
20: for A and B do
21: if An == Bn do
22: add An.location to Cthb then
23: erase Bn from B
24: if Cthb.lenght >= 1024 then
25: let Cthb = Cthb1+1
26: end if
27: end if
28: end for
29: end if
//for 4 bits marking
30: let Cfb = Cfb1,Cfb2,Cfb3,...,Cfbn then
31: Cfb = Cfb1 then
32: if B 6= {} then
33: for A and B do
34: if An == Bn do
35: add An.location to Cfb then
36: erase Bn from B
37: if Cfb.lenght >= 1024 then
38: let Cfb = Cfb1+1
39: end if
40: end if
41: end for
42: end if
43: let C = {}
44: select min.lenght (Ctb,Cthb,Cfb) —>C then
45: let Ci = selected (Ctb,Cthb,Cfb) information
//Marking part will continue to the desired bits number. In our study it’s 10
//One Time Pad process
46: let K
47: let CSD
48: generate K size of C.lenght then
49: CSD = K ⊕ C
50: return CSD, K, Ci, URL



Appl. Sci. 2021, 11, 10698 11 of 19

Algorithm 2. Inverse OTA-Steganography Algorithm

1: get A cover multimedia from server
2: get K and Ci from sender
3: get CSD from OTA-chain
4: let B = { B1,B2,B3,...,Bn }
5: C = CSD ⊕ K then
//consider Ci bit information for data extracting process
6: for C do
7: go Ac.address then
8: Bn = Ac.address
9: end for
10: return B

3.3.2. OTA-Chain Algorithm

The OTA-chain algorithm has been specially developed to meet steganographic needs.
Nodes in the OTA-chain system containing steganographic information can securely com-
municate with each other. Platforms such as Bitcoin, Ethereum blockchain, or the Hyper-
ledger platform have not been used. The reason for this is to keep the system costs lower,
as stated in the previous sections. Because the OTA-chain system works using OTA coin,
an OTA coin will be sent to the receiver together with stego-data, and the coin for the
receiver’s wallet functions as a reminder with a warning message to the user. That is, coin
sending works like a ring mechanism that informs the receiver.

Most importantly, the OTA coin is distributed free of charge to the nodes that have
been granted access so that the system cost is limited only by the hardware processing
power provided by the nodes. Developing the OTA-chain algorithm from scratch allowed
many needed features to be added to the system at the beginning. The block structure of
the proposed system that meets steganographic needs contains sender address, receiver
address, timestamp, last hash, hash, nonce, difficulty, URL, and data.

• Sender and Receiver Addresses: 256-bit unique addresses of the sending and receiving
nodes in the blockchain system.

• Timestamp: This is the date and time information created when a transaction is performed.
• LastHash: In the blockchain, the hash value of the last block created, excluding the gen-

esis block, is called lasthash. It is a 256-bit value, calculated with the SHA256 algorithm.
• Hash: 256-bit value generated using the SHA256 encryption algorithm. Each block

has its own hash value and lasthash, which is the previous block’s hash value.
• Nonce: A 32-bit value randomly generated when creating the block, which stands for

Number Only Used Once. The Nonce value is used for the operation of the reward
system in our PoW algorithm, in which the miners in the system participate.

• Difficulty: The ease of resolution of the PoW algorithm is used to win the block writing
right, and the reward is called difficulty. The difficulty level is automatically increased
or decreased according to the status of participation in the system.

• URL: In the proposed OTA algorithm, cover multimedia are saved in the server for
system security, and its URL is kept in the OTA-chain block, which the receiver uses
to reach the cover media.

• Data: This is the field where the OTA coin information sent on the OTA-chain is kept.
• StegoData: This is the 1 kB address array OTP-ciphered stego-data sent over to and

stored in blocks of OTA-chain.

The OTA-chain block structure is illustrated in Figure 3.
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The OTA-chain algorithm proposes a private blockchain system. In this case, undesir-
able parties who do not have permission to access the system do not have the opportunity
to examine the transactions. The transmitted stego-data is encrypted with the OTP algo-
rithm and then recorded in blocks of the system in order to prevent the nodes that are
granted access to the system from falling into the hands of undesirable parties or from
manipulating the system by a node (insider attack). Nodes have the opportunity to examine
only those transactions that take place in the OTA-chain system.

The Proof-of-Work algorithm is used as the consensus algorithm in the proposed
algorithm. The nodes that make up the system also work as miners. Nodes that get block
writing rights are rewarded with 50 OTA coins. Additionally, the minimum transaction
price to be performed on the OTA-chain has been determined as 1 OTA coin. Each up-to
1 kB-size transaction uses exactly 1 OTA coin. Stego-data used in the OTA-chain are all
1 kB-CSD-encrypted array produced in the OTA-steganography stage. Thus, the encrypted
data is divided into 1 kB blocks, and the number of transactions is how many 1 kB blocks
this confidential data contains.

The OTA-chain algorithm is an on-chain blockchain system. The information of
the data used in the system is recorded in OTA-chain blocks. Picture matrices are not
hidden in system blocks, as seen in similar studies, and this saves time and processing
power. Additionally, the proposed system does not suffer from the cost caused by the
ready-made platforms used in previous studies shown in the literature. In the OTA-chain
system, the URL address of the cover multimedia that the buyer needs are securely shared
with encrypted stego-data. The block diagram expressing the OTA-steganography and
OTA-chain architecture of the proposed OTA algorithm is illustrated in Figure 4.
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4. Results and Discussion

Tests were carried out using an Intel Core i7 7700 HQ processor and 8 GB Ram
computer. The OTA-steganography algorithm was developed with the Java programming
language, while the backend component of the OTA-chain algorithm was coded with the
JavaScript programming language. The coded OTA-chain system was tested using Git
Bash and Postman applications.

A total of 32 images were used as cover multimedia during the testing of the proposed
algorithm. The testing selected cover images are 256 × 256 pixels in size, and pictures are
assigned names in the range of CI-1 through CI-32. These cover images were selected from
the USC-SIPI Image Database Version 6. The selected images are illustrated in Figure 5.
The data to be hidden is determined as 1 kB, 5 kB, 10 kB, and 20 kB.

An example data of 1 kB is shared in Figure 6. However, big data sizes for stegano-
graphic communication such as 5 kB, 10 kB, and 20 kB were used to test the capabilities
of the proposed OTA algorithm. The tests show that any data can be used because the
system will perform exactly the same regardless of the data size. The type and size of cover
multimedia used is of no importance to our algorithm because the first 256 × 256 byte
section is selected for the marking/indexing process.

The OTA-steganography and OTA-chain algorithms, which are the two sub-titles of
the OTA algorithm, are shared under the analysis Sections 4.1 and 4.2.
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4.1. OTA-Steganography Results

Table 2 shows the results of applying the OTA-steganography algorithm with 1 kB,
5 kB, 10 kB, and 20 kB secret data and cover image number 1 (256 × 256 pixels). The OTA
algorithm results show the total array size of the marked data addresses, the number of
arrays used to hide the data, and the time required. The same test was applied to the
remaining 31 images. The results prove the algorithm suitability for the proposed task
(complete test results can be obtained by contacting the author directly).

Table 2. OTA-Steganography CI-1 Results.

Embeded
Data Size 1 kB 5 kB 10 kB 20 kB

Bit Block
Size

2
Bits

4
Bits

6
Bits

8
Bits

10
Bits

2
Bits

4
Bits

6
Bits

8
Bits

10
Bits

2
Bits

4
Bits

6
Bits

8
Bits

10
Bits

2
Bits

4
Bits

6
Bits

8
Bits

10
Bits

Encoding
time (ms) 3 2 6 22 6645 6 7 24 4895 28,073 11 14 28 69 30,330 26 25 45 89 30,217

Array size 3916 1958 1306 979 784 19,580 9790 6527 4895 3916 39,160 19,580 13,054 9790 7832 80,524 40,262 26,842 20,131 16,105

No of
arrays

required
4 2 2 1 1 20 10 7 5 4 39 20 13 10 8 79 40 27 20 16

As seen from Table 2, the cover images used have no effect on the total array size and
the number of arrays created as a result of the application of the OTA-steganography algo-
rithm. This is due to the marking/indexing process performed on an array of 256 × 256 bytes,
as the results show the cover images differ only in the time spent in the marking process.
Table 2 results reveal that the differences in the bit sequences of the cover images do not
cause a big difference in time, so that the cover multimedia selected in steganographic
studies using the OTA-steganography algorithm does not have a significant effect on the
success of the OTA algorithm.

4.2. OTA Blockchain Results

The cover image, whose URL address is stored in the transaction data, is used by
the OTA-steganography algorithm, and the address array obtained by marking 1 KB of
plaintext data using 8-bit blocks is encrypted with OTP and then transmitted to the receiver
using OTA-chain, as shown in Figure 7. Single OTA-chain coin was spent in the realization
of this transaction. The transaction took place instantly in the test environment, and
the sending node was rewarded with 50 OTA coins for gaining the right to write blocks.
The address arrays created by the OTA-steganography algorithm for 10-bit marking for
different sizes of plaintext data can be sent inside transactions easily because a 50 OTA
coins is allocated to the accounts of the nodes when they join the system. The continuing
steganographic communication within the system ensures that OTA coins will change
hands so that even if the nodes do not receive the miner reward, they will have enough
coins to trade in the system. Therefore, the OTA-chain algorithm provides a sustainable
blockchain steganography communication.
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The OTA-chain algorithm was developed with decentralized, scalability, security, and
cost in mind. Even though the proposed system may require a considerable amount of
time for very large data, it does not suffer in terms of scalability because steganographic
communication will only use relatively small size data. Additionally, due to the difficulty
level of the PoW algorithm in low transaction volume systems, energy consumption will be
kept at a minimum level. Additionally, because the system is a private blockchain, attacks
common to public blockchains are prevented. Encrypting the transmitted information
with the OTA encryption algorithm in order to avoid insider attacks has elevated the
internal security of the system to the next level. Because the OTA-chain private blockchain
system uses its own coin and distributes it free of charge to the nodes with access rights,
system costs are limited in that users required only to record transactions as a miner for
their hardware.

The theory of the proposed OTA-chain algorithm has been put into practice. After
the front-end work of the system is completed, it will be shared with the public. The
OTA-chain system ensures complete anonymity. Transactions performed in the system
can be followed, but it is not possible to track down the users. With the proposed system,
real-time data access is provided. It is resistant to all kinds of steganalysis methods and
has a tamper-proof structure. The system is closed to the intervention of third parties.

4.3. General Analysis of OTA Algorithm

The OTA algorithm is a novel blockchain steganography algorithm. Its design takes
into consideration the new techniques offered by blockchain technology and is not based
on traditional steganography techniques. The proposed algorithm provides enhancements
on hiding capacity (payload capacity), imperceptibility, security, and robustness, which
are emphasized in steganography studies. None of the deficiencies seen in the studies
expressed in the literature review are applicable to the OTA algorithm. For example, the
payload capacity, which Sarkar et al. [22] tried to increase in the proposed study, has been
made unlimited. Secret data of any size can be hidden using a single cover multimedia
without causing any deterioration on the cover multimedia.

In the study proposed by Mohsin et al. [23], COVID19 data, including high-resolution
images, are transmitted over the blockchain system. Unlike this system, where the
blockchain system is burdened with storing high volumes of data, the OTA algorithm
transmits only an encrypted address array using only 1 KB data, with only indictors of the
actual data, not the actual data itself.

Basuki and Rosiyadi [24], on the other hand, used the LSB method within their
proposed Ethereum platform and introduced it as transaction steganography. Although
the study is designed much more robustly than its counterparts, it remains weak at hiding
capacity due to the use of the traditional steganography technique. In addition, because
the Ethereum system is used, each transaction costs more as the value of Ether increases.
The OTA algorithm is superior in terms of hiding capacity and cost.

Partala’s [25] theoretically proposed work can send 1 byte of stego-data requiring more
than one hour to accomplish its task. In terms of speed, the OTA algorithm performs better.

Although the RDHEI algorithm proposed by Horng et al. [26] is difficult to implement
in real life, it offers 0.8 bpp embedding rate success. In the OTA algorithm, the embedding
rate is 100%.

Xu et al. [27] aimed to transmit steganographic information using the existing public
blockchains. However, the hardware requirements to be a miner in public blockchains
such as Bitcoin and Ethereum and the information that can be inserted in a block specified
in the genesis block are limitations in such a system. In this context, the OTA algorithm
overcomes the public blockchain handicap faced by Xu et al. [27] and offers a platform
where stego-data can be recorded without any problems because of its initial design.

Giron et al. [29], on the other hand, proposed a staganalysis method to detect blockchain
steganography. As stated in their studies, there is no steganographic communication they
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can detect. Because of the private blockchain used by the OTA algorithm, the steganalysis
methods they suggested do not work because they cannot access it.

The blockchain leg of the algorithm ensures that the system is decentralized, anony-
mous, and tamper-proof. In addition, because the author developed all the coding required
by the OTA algorithm, the algorithm’s future improvement can easily be implemented,
resulting in zero system cost. Because the OTA algorithm is proposed to address a specific
need, it is likely that blockchain will not receive the high attention that many finance
applications have. This has a positive effect on the system’s scalability issue because the
consensus algorithm works without difficulty. In addition, the weaknesses to be encoun-
tered during the completion of the front-end studies of the system and the public trial
of the system will be carefully examined, and the improvement processes will be carried
out continuously.

The proposed system moves away from traditional steganography. It does not embed
the secret data in the cover multimedia, thus causing no degradation in the cover multi-
media, but uses blockchain blocks as its medium to store the secret data. It also utilizes
the proposed private OTA blockchain as an additional layer of security while storing
the encrypted address array as transactions. The OTP encryption applied to the address
array that contains the indices from the cover multimedia encoding the secret message
aims to prevent insider attacks. Private blockchain system integration also ensures that
the proposed system is decentralized, anonymous, and tamper-proof. In addition, any
weaknesses encountered during the implementation of the front-end of the system and the
public trial will be carefully examined, and any required improvement processes will be
carried out continuously.

5. Conclusions

The OTA algorithm is proposed as a novel method for blockchain steganography. It
eliminates the deficiencies faced by traditional steganography with blockchain technology.
In this context, novel OTA-steganography and an OTA-chain algorithm are presented.
The proposed algorithms were tested with real data. The results show that the algorithm
performed with a very low system cost and is resistant to all steganalysis methods, with
no information hiding capacity limit, and with a high level of security. When compared
with the studies in the literature, it is clear that the proposed method is positively different
and able to overcome issues such as hiding capacity, resilience to steganalysis, cost of
application, and the hard-to-realize goals of the previous studies. In the future, the authors
intend to develop and introduce smart contracts in the OTA algorithm so that the system
will react to predefined conditions. There is also a need for studies on the development of
applicable steganography methods using public blockchain systems.
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